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7. Others

1. We commit to adhere to laws laid out by the government. It may be required by law, legal
process, litigation, or request from government bodies to share information, in which case such
information will be disclosed.

2. Any violation of inboxCEO terms and conditions may lead to an investigation to enforce the terms
and conditions. Also, if a fraud, security breach or technical issue is detected, any required
information might be made available to the investigators.

8. Updating Information

Access, Correct, Remove:

We believe in maintaining the highest level of security for any information that we hold. If we have
any information that you want to update, you may review, update or delete any information we might
hold by logging in using your secured credentials and modifying your information.

9. Data Transfer and Storage

Any information that we collect may be stored and processed in any country where we have our
official business facilities and engage in business operations. Please note that the data governing
policies of these countries might be different from the Privacy Policy in the country where you reside
and from where the information was collected. We will retain any information for the period required
to fulfill the goals outlined in this Privacy Policy, or as required by law.

10. Integrity and Internal Monitoring

We take measures to ensure that data is handled, protected and transmitted securely. For this
reason, we have built a secure infrastructure surrounded by firewalls and encryptions.

Also, all employees are made aware of security guidelines and are mandated to adhere to practices
that are consistent with this Privacy Policy.

11. EU-U.S. Privacy Shield Policy and U.S.-Swiss Safe Harbor Framework

inboxCEO participates in, and is committed to compliance with, the EU-U.S. Privacy Shield
Framework (“Privacy Shield Framework”) as set forth by the U.S. Department of Commerce.
inboxCEO seeks to comply with the principles of the U.S.-Swiss Safe Harbor Framework regarding
Notice, Choice, Onward Transfer, Security, Data Integrity, Access and Enforcement. If there is any
conflict between the policies in this privacy policy and the Safe Harbor Privacy Principles, the Safe
Harbor Privacy Principles shall govern. To learn more about the US-Swiss Safe Harbor, please visit
http://www.export.gov/safeharbor.
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In compliance with the US-Swiss Safe Harbor Principles, inboxCEO is committed to resolving
complaints about your privacy as well as our collection or use of your personal information. Swiss
citizens with questions or complaints regarding this privacy policy should first contact at
sales@inboxceo.com.

12. Contact Us

Any violation of inboxCEO terms and conditions may lead to an investigation to enforce the terms
and conditions. Also, if a fraud, security breach or technical issue is detected, any required
information might be made available to the investigators.

For any questions or to know more about our Privacy Policy, you may contact us at —
sales@inboxceo.com.

13. Reference Laws and Regulations

Country Wise Reference to SPAM laws
USA

CAN-SPAM ACT

Compliance Guide to CAN-SPAM ACT
Rules related to CAN-SPAM ACT
FTC’s consumer guide
https://epic.org/

www.privacy.org
https://www.donotcall.gov/

Australia
Spam Act 2003

Austria
Telecommunications Act 2003

Belgium
Etat des lieux en juillet 2003, July 4, 2003

Canada
Canada’s Anti-Spam Legislation (CASL)
CASL basics.
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China

Measures for Administration of E-Mail Service on Internet (2006)
( Unofficial English Translation)

Cyprus

Section 06 of the Regulation of Electronic Communications and Postal Services Law of 2004.

Czech Republic
Act No. 480/2004 Coll.

Estonia
Information Society Service Act

EU

Article 13 of DIRECTIVE 2002/58/EC OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL of 12 July 2002.
The Contact Network of Spam Enforcement Authorities (CNSA).

The Directive is implemented by each member state independently so you will want to check with
your particular country law for more details.
EU General Data Protection Regulation. http://www.eugdpr.org/

France
CNIL Guidelines on email marketing.

Germany

Art. 7 German Unfair Competition Law (Gesetz gegen Unlauteren Wettbewerb) (UWG)

Art. 202a, 263, 303a, 303b of the German Criminal Code Art. 6 of the German Law regarding
Information Society Services Art. 28 Par. 4 of the German Data Protection Act.

India
Information Technology Act of 2000

Italy
Italy’s anti-spam laws are very strict. You can even be imprisoned for sending spam. If you're
sending to Italian recipients, follow these guidelines as well.

Personal Data Protection Code (legislative decree no. 196/2003)

The Code transposed EC Directive 95/46 on the protection of personal data and EC Directive
2002/58 on privacy in electronic communications; it consolidated all Italian pre-existing laws and
regulations in this sector.
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DL 196/2003 Personal Data Protection Code

» DL 675/1996 on privacy protection states, inter alia, that a company must have authorization from
each user whose personal data (such as e-mail) they want to use.

* DL 171/1998 (deriving from the European Community directive 97/66/CE) on telecommunications
privacy protection: this put outlaws all automatic systems to call a user and says that all the
expenses of an advertising must be paid by the company and not the user (faxes and e-mails are
instead paid also by the user).

* DL 185/1999 (deriving from the European Community directive 97/7/CE) on customer protection
with respect to long-distance contracts: this obliges companies to seek the permission of the user
for virtual or telephone sales.

China

Netherlands

New Zealand
The Unsolicited Electronic Messages Act 2007. The Department of Internal Affairs provides detailed
guidelines on the anti-spam las.

South Africa

Regulation of Spam in South Africa — South African Law.

Sweden

Swedish Marketing Act (Swedish Code of Statutes, SFS 1995:450).

Personal Data Act (Swedish Code of Statutes, SFS 1998:204), in so far as spam activities involve
processing of personal data.

UK

The Privacy and Electronic Communications (EC Directive) Regulations.




